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ABSTRACT TUF; Figure 1(a) shows examples. Note that a TUF decouples im-

d Portance and urgency—i.e., urgency is measured as a deadline on

We consider non-blocking synchronization for dynamic embedde i : ! » .
rt_he X-axis, and importance is denoted by utility on the Y-axis.

real-time systems such as those that are subject to resource ove
loads and arbitrary activity arrivals. The multi-writer/multi-reader

problem inherently occurs in such systems, when their activities ity Utility Utility +
must concurrently and mutually exclusive share data objects. We
consider lock-free synchronization for this problem under the uni- ; ‘
modal arbitrary arrival model (or UAM). UAM embodies a “stronger N — j

adversary than most traditional arrival models. We establish the —

fundamental tradeoffs between lock-free and lock-based objart sh : - ‘ ‘

ing under UAM — the first such result. Our tradeoffs include ana- 0 @ Time O (b) Time O (cj Time
lytical conditions under which activities’ accrued timeliness utility

is greater under lock-free than lock-based, and the consequent up- Figure 1: Example TUF Time Constraints

per bound on the increase in accrued utility. Our implementation

experience on a POSIX RTOS reveals that the lock-free scheduling
algorithm yields higher accrued utility, by as much as 65%, and

critical time satisfactions, by as much as 80%, over lock-based.

Many embedded real-time systems also have activities that are
subject tonon-deadlingtime constraints, such as those where the
utility attained for activity completiovaries (e.g., decreases, in-
creases) with completion time. This is in contrast to deadlines,
where a positive utility is accrued for completing the activity any-
1. INTRODUCTION time before the deadline, after which zero, or infinitively negative

Embedded real-time systems that are emerging in many domainsu“"t.y Is accrued. Figures .1(b)_1(c) show example such time con-
such as robotic systems in the space domain (e.g., NASA/JPLs straints from two real applications (see [7] and references therein).

Mars Rover [9]) and control systems in the defense domain (e.g., When activity time constraints' are s.pe.cifi.ed using TUFs, WhiCh.
airborne trackers [7]) are fundamentally distinguished by the fact fs{ubsun;]e deadlme_s,_the scheiutlt;ng crtl_tgtr_la ',S' k;?s_,ed dontﬁg_c:rue\jivutll-
that they operate in environments with dynamically uncertain prop- ! y,“suc has Ta?('mt'.zl.'tng sum OI e&(& M1 '.?S a aln(? uh' |d|e'|5_. €
erties. These uncertainties include transient and sustained resourcfé"lSl SL&? C;'he;'a“t.' 1ty a(t:ﬁrua (OrUA) Ck:' Z“?’ anl sc_ﬂ:a uiing
overloads due to context-dependent activity execution times and ar-2190nthms that optimize them, as LUA schedu’ing aigonthms.

bitrary activity arrival patterns. Nevertheless, such systems’ desire tUAT?JI?:O”thm dS th dall.t mamgni? szlém;nefd lljtt't“tyElg]g%r d.ownW3rd
the strongest possible assurances on activity timeliness behavior. step s (or deadlines) [8, 17, 23] default to uring under-

When resource overloads occur, meeting deadlines of all applica-loads’ since EDF can satisfy all deadlines during those situations.

tion activities is impossible as the demand exceeds the supply. Thel(:ogseq\l;vehntly, the}; O?jta'n the mtﬂxmfum tOtalt.Ut.'tl.'ty C:E”Pg under-
urgency of an activity is typically orthogonal to the relative impor- joads. en overloads occur, they favor activiies that are more
tance of the activity—-e.g., the most urgent activity can be the least important (since more utility can be attained from them), irrespec-

important, and vice versa; the most urgent can be the most impor-t've of their urgency. _Thu_s, UA algon_thms tlmel_mess behay|or
tant, and vice versa. Hence when overloads occur, completing thesubsume the optimal timeliness behavior of deadline scheduling.

most important activities irrespective of activity urgency is often 1 1  Shared Data and Synchronization
desirable. Thus, a clear distinction has to be made between the ur- . . .
Most embedded real-time systems involve mutually exclusive,

gency and the importance of activities, during overloads. (During . o -
under-loads, such a distinction need not be made, because deadlinzoncurrent access to sha!'ed data objects,.resulltlng In contention
based scheduling algorithms such as EDF are optimal for those sit-for those ije(_:ts. Resolutl_on of the coptentlon directly affects the
uations [12]—i.e., they can satisfy all deadlines.) system’s timeliness behavior. Mechanisms that resolve such con-

Deadlines by themselves cannot express both urgency and im_tentlog cl%n 2b3e.br0§1dlzy classl;liledk_lnto: (hl) Iock_—balszq sche_r:wfes—
portance. Thus, we consider the abstraction of time/utility func- e.g.t, [ o I in13( 1)5non_dc|)c |I<nfg sc erT:es ||nc u |ngzwa| -free
tions (or TUFs) [14] that express the utility of completing an ap- proL OCIStS) (e.%., [ ’t ’ | ]k)] and lock- rlede. prg OC(; S (e.g.,.[h]) ial
plication activity as a function of that activity's completion time. . ock-based protocals have several disadvantages such as serial-
We specify deadline as a binary-valued, downward “step” shaped ized access to shared objects, resulting in reduced concurrency [2].

' Further, many lock-based protocols typically incur additional run-
*This work was supported by the US Office of Naval Research under Grant NO0014- time overhea_ld_ _due to protocol .(OI’ scheduler) actlvathns that QC-
00-1-0549 and The MITRE Corporation under Grant 52917. cur when activities request previously locked shared objects, which




trigger the protocol (or the scheduler) [8,19]. Another disadvantage UAM. We consider lock-free, as opposed to wait-free, due to the
is the possibility of deadlocks that can occur when lock holders following reasons: Upper bounds on the number of buffers needed
crash, causing indefinite starvation to blockers. Many (real-time) for wait-free are typically established under the assumption that
lock-based protocols also require a-priori knowledge of the ceil- read/write operations know the identity of tasks invoking the oper-
ings of locks [19], which may be difficult to obtain for dynamic  ations [4, 13, 15]. However, under the UAM, multiple jobs of the
applications. OS data structures (e.g., semaphore control blocks)same task inherit the same task identity, and can access a shared ob-
must be a-priori updated with that knowledge, resulting in reduced ject. Consequently, for the UAM, wait-free sharing must be anony-
flexibility [2]. These drawbacks have motivated research on wait- mous in the sense that the read/write operations should not require
free and lock-free object sharing in embedded real-time systems. knowledge of the identity of the jobs. Most wait-free solutions for
Wait-free protocols typically use multiple buffers for the shared the MWMR problem, however, are not anonymous [3, 10, 22].
object. For the single-writer/multi-reader (or SWMR) problem, the Further, wait-free sharing for the MWMR problem is inherently
key idea is to use as many buffers as the maximum number of timesspace-inefficient. Theoretically, with readers anan writers, the
the readers can be preempted by the writer. The maximum numberminimum number of needed buffersris+ m + 1 for the MWMR
of preemptions of a reader bounds the number of times the writer problem [20]. However, most wait-free solutions for the MWMR
can update the object while the reader is reading. Thus, by usingproblem need x m number of atomic buffers, where each atomic
as many buffers as the worst-case number of preemptions of read-buffer solves the single-writer/single-reader (SWSR) problem [10,
ers, the readers and the writer can continuously read and write in22]. The atomicity of the buffer is ensured by using multiple buffers,
different buffers, respectively, and thereby avoid interference. which further increases the number of needed buffers. To make
Lock-free protocols allow readers to concurrently read while the things worse, the UAM allows greater number of concurrent op-
writer is writing (without acquiring locks), but the readers check erations than more restrictive arrival models like the periodic con-
whether their reading was interfered by the writer. If so, they read sidered in past works [13, 15], resulting in even greater number of
again. Thus, a reader continuously reads, checks, and retries untibuffers.
its read becomes successful. Since a reader’'s worst-case number These problems do not arise with lock-free sharing. Several
of retries depends upon the worst-case number of times the readetock-free objects exist for the MWMR problem [18], and lock-free
is preempted by the writer, the additional execution-time overhead is inherently anonymous and space-efficient. Thus, lock-free shar-
incurred for the retries is bounded by the number of preemptions. ing is attractive for dynamic real-time systems. However, past work
Both wait-free and lock-free sharing incur additional costs with on lock-free sharing upper bounds the retries under restrictive ar-
respect to lock-based sharing. Wait-free protocols generally incur rival models like periodic [2] — retry bounds under the UAM are
additional space costs due to their multiple buffer usage, which not known. If this can be established, then the MWMR problem
is infeasible in many small-memory embedded real-time systems. which occurs under the UAM can be solved using lock-free.
Lock-free protocols generally incur additional time costs due to  We precisely do so in this paper. We consider the UA criteria of
their retries, which is antagonistic to timeliness optimization. maximizing the summed activity utility, while allowing most TUF
Prior research have shown how to mitigate these space and timeshapes including step and non-step shapes, and mutually exclusive
costs. An excellent survey of this prior research can be found concurrent object sharing. We focus on the Resource-constrained
in [13]. To provide context for our work, we summarize some im- Utility Accrual (or RUA) scheduling algorithm [23], as itis the only
portant efforts here: In [2], Andersost al. show how to bound algorithm for that model. RUA allows arbitrarily-shaped TUFs and
lock-free retries through judicious scheduling. In [15], Kopetz concurrent object sharing using locks. For the special case of step
al. present one of the earliest wait-free protocols, which was later TUFs, no object sharing, and under-loads, RUA defaults to EDF.
improved by Cheret al. in [4], and subsequently by Huareg al. We develop the lock-free version of RUA, and derive the upper
in [13] and by Cheet al. in [5]. Choet al. later use their proto- bound on lock-free RUA's retries under the UAM — the first ever
col [5] for wait-free synchronization under UA scheduling in [6]. retry bound under a non-periodic model. Since lock-free sharing

In [21], Sundellet al. describe a wait-free protocol for the multi-  incurs additional time overhead due to the retries (than lock-based),

writer/multi-reader (or MWMR) problem. we establish the conditions under which activity sojourn times are
shorter under lock-free RUA than under lock-based RUA, for the

1.2 Contributions UAM. From this result, we establish the maximum increase in ac-

. . . tivity utility that is possible under lock-free RUA over lock-based.

In this paper, we focus otlynamicembedded real-time systems. We al K afund tal tion: If d i
By dynamic systems, we mean those that are subject to resource veaiso ask a fundamental question. ffan anonymous and space
overloads due to context-dependent activity execution times and optimal wait-free solution for the MWMR problem under the UAM.
arbitrary activity arrivals. To account for the variability in activity can be developed (to the best of our knowledge, nO.SUCh solution
arrivals, we describe arrival behaviors using the unimodal arpitrar exists), then what is the tradeoff between that solution and lock-

arrival model (or UAM) [11]. UAM specifies the maximum num- based and lock-free solutions? Answering this is important, as
ber of activity arrivals that éan occur during any time interval — wait-free will also yield utility increases, but does so by sacrificing

the arrival frequency within the time interval is arbitrary. Conse- space. We answer this question by considering a thearetically ab-

quently, the model subsumes most traditional arrival models (e.g., _strac_;t_ walpfree _solut|on. We then establish the maximum increase
frame-based, periodic, sporadic) as special cases. in utility with wait-free RUA over lock-based and lock-free ones.

P We implement lock-free and lock-based RUA on a POSIX RTOS.
When activities in such systems concurrently and mutually ex- Ourimplementation measurements reveal that lock-free RUA yields
clusively share data objects, the MWMR problem always occurs. P Y

This is because, under the UAM, multiple jobs of a single writer significant increase in accrued utility, by as much as 65%, and crit

. L ical time satisfactions, by as much as 80%, over lock-based.
task can be simultaneously pending in the ready queue and be re Thus, the paper’s contributions include new results that facilitate,

questing the same shared object. This situation will not occur underfor the first time, non-blocking synchronization for embedded real-
a periodic task model during under-loads if considering the SWMR . - gsy . - .
time systems subject to overloads and arbitrary activity arrivals.

problem. ;
We consider lock-free sharing for the MWMR problem under the The results include lock-free retry upper bound under the UAM,



lock-free TUF/UA scheduling, and upper bound on utility increase 2.2 Overview of Lock-Based RUA

under lock-free and abstract wait-free. We are not aware of any  RUA [23] considers activities subject to arbitrarily shaped TUF
other work on non-blocking synchronization for the UAM. time constraints and concurrent object sharing under mutual exclu-
The rest of the paper is organized as follows: In Section 2, we sjon constraints. The algorithm’s scheduling events include job ar-

derive the upper bound on retries under lock-free RUA. We com- rjyals, job departures, and lock, and unlock requests. When RUA is
pare lock-free and lock-based RUA, and establish the tradeoffs be-jnyoked, it first builds each job’s dependency list—that arises due

tween the two in Section 3.1In Section 4, we establish the tradeoﬁ:s to mutua"y exc'usive object Sharing_by fo“owing the Chain of

between lock-based, lock-free, and abstract wait-free RUA. In Sec gpject request and ownership. The algorithm then checks for dead-
tion 5, we discuss our implementation experience and report our |gcks by detecting the presence of a cycle in the object/resource

measurements. Finally, we conclude the paper in Section 6. graph — a necessary condition for deadlocks. Deadlocks are re-
solved by aborting that job in the cycle, which will likely contribute
2. BOUNDING RETRIES UNDER UAM the least utility.

To derive lock-free RUA's retry bound under the UAM, we first ~ After handling deadlocks, RUA examines jobs in the order of
describe our task model, and overview lock-based RUA. We then hon-increasing potential utility densities (or PUDs). The PUD of a
derive the upper bound on the number of preemptions under UA job is the ratio of the expected job utility to the remaining job exe-
schedulers. This result is then used to develop the lock-free retry cution time, and thus measures the job’s return of investment. The

bound. These are discussed in the subsections that follow. algorithm inserts a job and its dependents into a tentative schedule,
in the order of their critical times, earliest critical time first. The
2.1 Task Model insertion is done by respecting the jobs’ dependencies.

Figure 2 shows the three dimensions of the task model that we  After insertion, RUA checks the schedule’s feasibility with re-
consider in the paper. The first dimension is the arrival model. We Spect to satisfying all job critical times. If the schedule is infeasi-
consider the UAM, which is more relaxed than the periodic model, ble, the inserted job and its dependents are rejected. The algorithm
but more regular than the aperiodic model. Hence it falls in be- repeats the process until all jobs are examined, and selects the job
tween these two ends of the (regularity) spectrum of the arrival di- at the schedule head for execution.

mension. For a task;, its arrival using UAM is defined as a tuple If a job’s critical time is reached and its execution has not been
(I;, @i, W;), meaning that the maximal number of job arrivals of completed, an exception is raised, which is also a scheduling event,
the task during any sliding time windoW’; is a; and the minimal and the job is immediately aborted.
number isl; [11]. Jobs may arrive simultaneously. The periodic ~ During under-loads, with step TUFs, and no object sharing, it
model is a special case of UAM witfi, 1, W;). is easy to see that RUA will never reject a job, as all jobs will
be feasible. The resulting output schedule will be a critical time
Time Constraint (or deadline)-ordered schedule, yielding the maximum possible to-

tal utility. During overloads, the algorithm will produce a feasible
schedule by rejecting some (low PUD) jobs and thereby seeks to
TUF obtain as high total utility as possible.

2.3 Preemptions Under UA Schedulers

Under fixed priority schedulers such as RM, a lower priority job
‘ can be preempted at most once by each higher priority job if no
All Feasible Periodic  UAM  Aperiodic resource dependency (that arises due to concurrent objectgharin
exists. This is because a job does not change its execution eligibil-
ity until its completion time. However, under UA schedulers such
as RUA, execution eligibility of a job dynamically changes.

Deadline |

Task Arrival Model

Some Feasible

Task’s feasibility

Figure 2. Three Dimensions of Task Model J,,
We refer to thej*” job (or invocation) of task; asJ; ;. The ba-
sic scheduling entity that we consider is the job abstraction. Thus, T
we useJ to denote a job without being task specific, as seen by the 4t

scheduler at any scheduling event.

A job’s time constraint, which forms the second dimension, is
specified using a TUF. A TUF subsumes deadline as a special case—
i.e., binary-valued, downward step TUF. Jobs of a task have the
same TUF. We us#; (-) to denote task’;'s TUF. Thus, comple- N
tion of taskT; at a timet will yield an utility U; (). preemptions

TUFs can take arbitrary shapes, but must have a (single) “critical
time.” Critical time is the time at which the TUF has zero utility.
For the special case of deadlines, critical time corresponds to the In Figure 3, assume that two jols ; andJ2,; arrives at time.
deadline time. We denote the critical time of taskU; (-) asC;, In the figure,J>,1 occupies CPU attim& and is preempted by, ;
and assume that; < W;. att,. Subsequently/, ; is preempted by ; att2, which does not

The third dimension is feasibility. Feasibility includes under- happen under RM scheduling. Here, we assume that some events
load situations, during when all tasks can be completed before theirwhich invoke the scheduler happens at titheandt., caused by
critical times, and overloads, during when only a subset of the tasks other jobs in the system. Under RUA, a simple condition causing
(including possibly none) can be done so. this mutual preemptionwhere a job which has preempted another

Our model includes overloads, the UAM, and TUFs. job can be subsequently preempted by the other job, can be deter-

Figure 3: Mutual Preemption Under RUA



mined as follows:

The PUD of a task at timet is given by=-~.> L) , Whereg; is task
i's expected completion timé/;(c;) is taskzs utility at time ¢;,
andt is the current time. Suppose that; andJ2,; have the same
critical time and only one of them is feasible. RUA will now select
the higher PUD job amondi,; and.J2,1. Assuming that RUA is
invoked at times, t1, andt, by the arrival of other low PUD jobs,
PUDs of jobsJy,; andJz,; can be computed as follows:

U, (c

to: PUD:(to) = 2D < PUDs(to) = 222

t1: PUDi(t) = quﬁ” > PUDs(t) = 2l
U A U. A

to : PUDl(tQ):% < PUDs(tz) = 2220

Since PUDs(ty) < PUDs(t1), PUD:(t1) should be greater
than PU D1 (to), which means thal/; (c1 + At) should be greater
thanUi(c1). In the same way, sinc€U D1 (t1) < PUD1(t2),
Uz (c2 + At) should be greater thalih (c2).

As indicated previously, one of the simple cases for RUA to al-
low the mutual preemption is when TUFs of two jobs are increas-
ing. In other words, two jobs scheduled by RUA may preempt

each other repeatedly if the jobs have increasing TUFs. This poten-r

tial mutual preemption distinguishes RUA from traditional priority

schedulers such as RM, where a job can be preempted by anothe
job at most once. Hence, the maximum number of preemptions
under RM that a job may suffer can be bounded by the number of

releases of other jobs during a given time interval [1].

However, this is not true with RUA, as one job can be preempted
by another job more than once. Therefore, the maximum number
of preemptions that a job may experience under RUA is bounded
by the number of events that invoke the scheduler. This is also true
with other UA schedulers such as [8,17], because it is impossible

for more preemptions to occur than scheduling events.

LEMMA 1 (PREEMPTIONSUNDER UA SCHEDULER). During

a given time interval, a job scheduled by a UA scheduler can expe-
rience preemptions by other jobs at most the number of the schedul-

ing events that invoke the scheduler.

PROOF Assume that preemptions happen more than the schedu
ing events during a given time interval. It means that preemptions

can occur without invoking the scheduler, which is not trug]

of J; is bounded by the maximum number of all scheduling events
that occur within the time intervdto, to + C;]. The scheduling
events that/; suffers can be categorized into those occurring from
other tasks[T};,j # 4 and those occurring frori;. We consider
these two cases:

T}
Wi W, i
T Ji
! ro
DJ DJ
w7 w?
Figure 4: Interferences Under UAM

Case 1(Scheduling events from other tasks): To account for
the worst-case event occurrence, we assume that all instances of
T; in the WindowW1 are released right after timg, and all in-
stances of; in the wnndowW3 are released before tinfey +C; ).

Thus, the maximum number of releasedpfvithin [to, to + C;] is
[C;/W;] + 1. ltalso holds whedV; > C; as[C;/W;] +1 = 2.

All jobs of T; before the first WlndO\/\W_7 must depart either by
Eompletion or by abortion beforg. All released jobs must be
completed or aborted, so that the number of scheduling events that
a job can create is at most 2. Heneg([C;/W;] + 1) is multi-

plied by 2.

Case 2(Scheduling events from the same task): In the worst-
case, all jobs of; are released and completed witlig, to + C;],
which results in at mosta; events.T;’s jobs, which are released
during[to — Cj, to] also cause events with[r, to + C;] by com-
pletion. Thus, the total number of events that are possitie;is

The sum of case 1 and case 2 is the upper bound on the number
of events. It is also the maximum number of total retries/gé
objects. [

Note thatf has nothing to do with the number of lock-free ob-
jects inJ; in Theorem 2, even whed; accesses more than one

(lock-free object. This is because no matter how many objécts

accesses/ cannot exceed the number of events. Further, evén if
accesses a single object, the retry can occur only as many times as
the number of events.

Lemma 1 helps compute the upper bound of the number of retries  Theorem 2 also implies that the sojourn timeJofis bounded.

on lock-free objects for our task model.

2.4 Bounded Retry Under UAM

Under our task model, jobs arrive under the UAM, are subject to
TUF time constraints, and sufficient CPU time may not always be
available to complete all jobs before their critical times. We now
bound lock-free RUA's retries under this model.

THEOREM?2 (LOCK-FREERETRY BOUND UNDER UAM).
Suppose that jobs arrive under the UM 1, a;, W; > and are
scheduled by RUA. When a jdbaccesses more than one lock-free
object, the total number of retrie§ of J; is bounded as:

N
fi < 3ai + Z 2aj<"

j=1.j#i

C.

AR

PROOF In Figure 4,J; is released at time, and has the ab-
solute critical time(to + C;). After the critical time,.J; will not

whereN is the number of tasks.

The sojourn time of/; is computed as the sum of’s execution
time, the interference time by other jobs, the lock-free object ac-
cessing time, and retry time.

3. LOCK-BASED VERSUS LOCK-FREE

We now formally compare lock-based and lock-free sharing by
comparing job sojourn times. We do so, as sojourn times directly
determine critical time-misses and accrued utility. The compari-
son will establish the tradeoffs between lock-based and lock-free
sharing: Lock-free is free from blocking times on shared object
accesses and scheduler activations for resolving those blockings’,
while lock-based suffers from these. However, lock-free suffers
from retries, while lock-based does not.

We introduce some notations, which are the same as that in [1].
We assume that all accesses to lock-based objects reqtire
units, and to lock-free objects requisdime units. The computa-
tion time ¢; of a job J; can be written ag; = wu; + m; X tace,
whereu; is the computation time not involving accesses to shared
objects;m; is the number of shared object accessedhandt ..

exist in the ready queue, because it will be either completed by that is the maximum computation time for any object access— fr,

time or aborted by RUA. Thus, by Lemma 1, the number of retries

lock-based objects andfor lock-free objects.



The worst-case sojourn time of a job with lock-based objects is
u; + I +r-m; + B, whereB is the worst-case blocking time and
1 is the worst-case interference time. In [23], it is shown that a job
J; under RUA can be blocked for at mestin(m, n) times, where
n is the number of jobs that could block andm is the number of
resources (or objects) that can be used to bldckTherefore,B
can be computed as- min(m, n).

On the other hand, the worst-case sojourn time of a job with
lock-free objects is; + I + s-m; + R, whereR is the worst-case
retry time. R can be computed as- f by Theorem 2. Thus, the
difference between - m; + B ands - m; + R is the sojourn time
difference between lock-based and lock-free sharing.

THEOREM3 (LOCK-BASED VERSUSLOCK-FREE SOJOURN).
Let jobs arrive under the UAM and be scheduled by RUA. Now, if
{ (2 <%)A(¢(3ai+2x)<mi<2ai+x), m; <n

(% < 1) A (E(Sai—&—?w) < (1—$)m,~—&—n)7
then the sojourn time of jols; with lock-free objects is shorter than
with lock-based objects, where= Y% | .. a; ([%J + 1).

m; > n,

PROOF Let X denoter - m; + r - min(m;,n) andY denote
s-m; + s - f to compare sojourn timesn is bounded by the
total number of jobs that may happen during executingo that
nislesstharRa; + 37, ., a; ([Ci/W;] +1) = 2a; + 2. We
now search for the condition when lock-free sharing yields shorter
sojourn times than lock-based, which meafs> Y. There are
two cases:

Case 1:Whenm; < n, X become@r - m;. Y is s(m; + 3a; +
2x). Therefore:

Y:;X+s(3a¢+2x),X§X1:2r(2a¢+x).
r

The condition that leads t& > Y can be derived only wheg}: <

1. Otherwise)Y is always greater thaX, which means that the
sojourn time with lock-free objects is greater than that with lock-
based objects. Assuming < 1, X andY become the same when

Xo = 2r20eit2)  Hence, whenXo < X < X1, X is greater

thanY. This leads to:

T_1(3ai +2x) < m; < (2a; + ).

Case 2:Whenm,; > n, X becomes- (m; + n) and we can
obtainY = X + s(3a; + 2z — n). To makeX > Y, = should

be less than 1. Otherwise, the sojourn time of jobs with lock-based

objects is always less than that with lock-free objeéfsconverges
toY at X, = r2Beit22=n) Therefore,

rs(3a; + 2z — n) <r(mitn).
r—S
This inequality leads to:
S S
;(Sai—i—?x) < (1— ;) m; +n.
O

Theorem 3 shows that at least< § for jobs to obtain a shorter
sojourn time under lock-free. While includes the time of the
scheduler invocations; does not. In [1], Andersoet al. show
that s is typically much smaller tham in comparison with vari-
ous lock-free objects. Especially, RUA's asymptotic time complex-
ity is O(n’logn), wheren is the number of jobs [23]. Moreover,
when a deadlock occurs, its time complexity increase® ta*)

due to deadlock detection and resolution. This high time complex-
ity makesr much longer. However, for the most simple lock-free
objects, such as buffers, queues, and staclssinuch smaller.

COROLLARY 4 (SPECIAL CASE SOJOURN). Let jobs arrive
under the UAM and be scheduled by RUA. tdie significantly
larger thans. Nowy, if:

{

then the sojourn time of jols; with lock-free objects is shorter than

that with lock-based objects, where= Z;V:l P ([%-‘ + 1).
> J

PrROOFR Whenr is significantly larger tham, 2 converges to 0.
Thus, Theorem 3 simplifies.[]

0<m; <2a; +w,
always,

m; <n
m; > n,

Shorter sojourn times always yields higher utility with non-increasing
TUFs, but not always with increasing TUFs. However, it is likely
to improve performance at system level because each job can save
more CPU resources for other jobs to execute.

As r is larger thars, lock-free sharing is more likely to perform
better than lock-based sharing, according to Corollary 4. Further,
whenm; is larger tham, the sojourn time of a job with lock-free
object always outperforms its lock-based counterpart. Thus, lock-
free sharing is very attractive for UA scheduling as most UA sched-
ulers’ object sharing mechanisms have higher time complexity.

Shorter sojourn times for a job under lock-free sharing will only
increase the job’s accrued utility under non-increasing TUFs. How-
ever, this does not directly imply that lock-free sharing will yield
highertotal accrued utility than lock-based sharing. This is be-
cause, Theorem 3 does not reveal anything regarding aggregate
system-level performance, but only job-level performance. Since
RUA's objective is to maximize total utility, we now compare lock-
based and lock-free sharing in terms of accrued utility ratio (or
AUR). AUR is the ratio of the actual accrued total utility to the
maximum possible total utility.

LEMMA 5 (LoCK-BASED VERSUSLOCK-FREEAUR). Letjobs
arrive under the UAM and be scheduled by RUA. If all jobs are fea-
sible and their TUFs are non-increasing, then the difference in AUR
between lock-free and lock-based sharidfgAUR = AUR;; —
AURyy, is:

N
Uiir (0,07 + R) — Ui (50,16)
Ui (0)

N

>

i=1

< AAUR <

Ui,if (s0,05) — Usis (S0, + B)
Ui (0)

whereU;(t) is taskd’s utility at time¢, so,;r = ui + I + s - m;,
S0, = u; + I +r-m;, andN is the number of tasks.

PrROOF The proof is straightforward. Both the blocking time
B and the retry timeR are computed for the worst-case. In the
best-case, both are zero. With non-increasing TUFs, job sojourn
times can be directly mapped to accrued utility. Since all jobs are
assumed to be feasible and hence will not be aborted, the AUR can
be calculated from each job of the task]

The fact thatB and R are the worst-case values make it highly
likely for lock-free sharing to outperform lock-based sharing. Even
when jobs access several shared objects, itis highly likely that there
may be no or a few interferences or retries. Such few interferences
are very likely to actually occur becauseands are significantly
smaller than job execution times. Lock-based sharing, on the con-
trary, will invoke the scheduler for these cases, since object access
is an automatic scheduling event, resulting in increased overhead.



4. ABSTRACT WAIT-FREE SHARING between wait-free and lock-free sharingAUR = AUR,; —

As mentioned previously, to the best of our knowledge, no anony- AU Riy is:
mous and space-optimal wait-free solution for the MWMR prob-
lem (i.e., one that requires+ m + 1 buffers) exists. But if such a Z Ui wf (S0,wf) — Ui (S0,17)
solution can be developed in the future, then that solution will also U; (0)
yield increases in activity utility, but will do so by sacrificing space ~
through its multiple buffer usage. To understand the utility increase Us,wf (So,ws) — Uiis (S0, + R)
that can be achieved with wait-free and establish the consequent Z U; (0)
tradeoffs with respect to lock-based and lock-free, we consider an
abstractanonymous and space-optimal wait-free solution for the whereUs;(t) is taski’s utility at time¢, so,ws IS ui + I 4+ w - m;,
MWMR problem. The solution is only a theoretical abstraction. So,if ISu; + I + s-m;, andN is the number of tasks.

We regard that this abstract wait-free solution only requires the
optimaln + m + 1 number of buffers, where is the number of
readers andh is the number of writers. Further, the solution allows
readers/writers to access the object anonymously. The computation 0
time for accessing the wait-free buffer is denotedwand jobi’s

sojourn time with the wait-free buffer is given iy + I + w - m;. 5  IMPLEMENTATION EXPERIENCE

THEOREM6 (WAIT-FREE BUFFERSUNDER UAM). Suppose We implemented lock-based RUA and lock-free RUA intheta-
that jobs arrive under the UAM 1, a;, W; > and are scheduled schedulerscheduling framework [16], which allows middleware-
by RUA. Then, the abstract wait-free solution requ@ﬁ’zl a;i+1 level real-time scheduling atop POSIX RTOSes. We used QNX
number of buffers, whe® is the number of tasks. Neutrino 6.3 RTOS running on a 500MHz, Pentium-IIl processor
in our implementation. In our study, we used the well-known lock-
free queue and the lock-based queue in [18].

< AAUR <

=1

PROOF The proof is similar to that of Lemma 7, except ttiat
is replaced withR.

PROOF At any given time, at most; number of jobs can exist
for taski, as all jobs are released according to the UAM, and RUA
will either complete a job or abort the job BY; sinceC; < Wi. 51 Object Access Times
Each job can be a reader or a writer. For a single wait-free object, 8 gng of the critical elements that affect the tradeoff between lock-
job can be reading or writing the object at any given time during its 5564 and lock-free sharing is the time needed for object access—
execution. Thus, taskcan have at most; readers orwriters atany o “jock-based object access timeand lock-free object access
time. The minimum buffer size B+ m+1, where the summation e o \We measure and s for lock-based and lock-free RUA,
of readers and writers, +mis3_;_, ai. [ respectively, with a 10 task set. Each measurement is an average of

approximately 2000 samples.
Although wait-free sharing avoids lock-based sharing’s block- PP y P

ings’ and lock-free’s retries, it does not mean that sojourn times un-

der wait?frt_ee is always sh_orter t_han that under_lock-based and lock- 140] _u— 1. Lock-based RUA Object Access Time
free. This is because, sojourn times under wait-free also depend on 129 7O ¢ Lock-ree RUA Object Access Time
s

w, which can be long, as is in many wait-free approaches [21, 22].
Similar to Section 3, we now compare wait-free sharing with its
lock-based and lock-free counterparts, in terms of AUR.
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LEMMA 7 (Lock-BASED VERSUSWAIT-FREEAUR). Letjobs
arrive under the UAM and be scheduled by RUA. If all jobs are fea-
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Shared Object Access Time (usec)

sible and their TUFs are non-increasing, then the difference in AUR 0y ? ? "
between wait-free and lock-based SharimAUR = AUwa - Number of Shared Objects Accessed by Each Job
AURlb is:

N Figure 5: Lock-Based and Lock-Free Shared Object Access Time
Z i (S0, é) 5 b (S0,0) < AAUR KL Figure 5 shows and s under increasing number of shared ob-
i=1 i (0) jects accessed by jobs. From the figure, we observe-tisatignif-

N icantly larger thars. Note thatr includes the time for lock-based
Ui w ,w - Uz N B . .
P (50.ws) 1 (S0 + B) RUA' resource sharing mechanism.

U; (0)

i=1 Whenr >> s, Theorem 3 implies that lock-free sharing is likely

to perform better than lock-based sharing. Furthermore, when the

number of objects; increases, it increases the likelihood for satis-

fying Corollary 4's Case 2 and lock-free sharing becomes increas-
PROOF The blocking timeB is computed for the worst-case, so  ingly advantageous than lock-based consequently.

it is zero in the best-case. With non-increasing TUFs, job sojourn .. . .

times can be directly mapped to accrued utility. Since all jobs are 5.2 Critical Time-Miss Load

assumed to be feasible and hence will not be aborted, the AUR can The impact ofr ands on lock-based RUAs and lock-free RUA'S

be calculated from each job of the task.] performance, respectively, can be measured by evaluating the load

at which the schedulers miss task critical times. We measure this

LEMMA 8 (LOCK-FREE VERSUSWAIT-FREEAUR). Letjobs  using a metric calle€ritical time-Miss Loador CML). The CML

arrive under the UAM and be scheduled by RUA. If all jobs are fea- of a scheduler is defined as the approximate lafier whichthe

sible and their TUFs are non-increasing, then the difference in AUR scheduler begins to miss task critical times. We define approximate

whereU;(t) is taski’s utility at timet, so,ws ISu; + I + w - m;,
S0, iISu; + I 4+ r-ms, and N is the number of tasks.



load asAL = "7, u;/C;, whereu; is the task computation time
excluding shared object access time, éhds the task critical time.

We exclude object access time in this load definition, because
an ideal implementation of objects for synchronization must have
negligibly small — almost zero — object access time. If so, the im-
plementation is ideal in the sense that the scheduler’s performance
with the (ideal) implementation is the same as that under no object;E
sharing. For no object sharing, RUAs CML is 1 (or 100%) if RUA's  *
overhead is almost zero, as the algorithm defaults to EDF for that
case, and thereby will miss critical times only during overloads.

o—R

0.8

a

064 —a— RUA+Ideal Queues

--0-- RUA+Lock-Free Queues
4-- RUA+Lock-Based Queues

&

Approximate Load (AL)

et
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Average Execution Time (usec)

AUR(%)

Figure 6: Critical Time Miss Load

We consider a task set of 10 tasks, accessing 10 shared queues
and measure the CML of lock-free RUA, lock-based RUA, and
ideal RUA under increasing average job execution times. Figure 6
shows the results. We observe that lock-free RUA yields almost
the same CML as that of ideal RUA, as it exploits the eliminated
blocking times and achieves almost the same performance of RUA
without object sharing. Note that the ideal queue and RUA achieve
the CML of 1, only at~10usec of average execution time. This
is because of the algorithm’s overhead for scheduling. (RUAs and
EDF's CML of 1 is valid at zero job execution times under the as-
sumption of no system overheads, which is not true in practice).

On the other hand, lock-based RUA's CML converges to 1, only
at~1 millisecond. This is precisely because of lock-based RUA's
complex operations for resolving jobs’ contention for object locks g
and consequent higher overhead, as manifested by its higher as-
ymptotic complexity and higher object access times in Figure 5.

UR(%)

5.3 Accrued Utility and Critical Time-Meets

We now measure the AUR and the critical time-meet ratio (CMR)
of lock-free RUA and lock-based RUA for average job execution
times in the range of 3tkec — 100Qusec. CMR is the ratio of
the number of tasks that meet their critical times to the total num-
ber of task releases. We consider a task set of 10 tasks, accessing
10 shared queues. Each experiment is repeated to obtain AUR and
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Figure 7: AUR/CMR During Underload, Step TUFs
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CMR averages from more than 5000 task arrivals. We consider two 4,

classes of TUF shapes in this study: step and a heterogenous classio-

including step, parabolic, and linearly-decreasing shapes.

Figures 7 and 8 show the AUR and CMR of lock-based and lock-
free RUA for step TUFs and heterogenous TUFs, respectively, dur-z
ing under-loads (AL =<0.4), under increasing number of shared ;5:
objects. Figures 9 and 10 show similar results during overloads
(AL = ~1.1).

As expected, the figures show that the AUR and CMR of lock-
based RUA sharply decreases, eventually reaching 0% during over-
loads, as the number of objects increases. This is because, as the
number of objects increases, greater number of task blockings’ oc-
curs, due to the large resulting in increased sojourn times, critical
time-misses, and consequent abortions.
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Figure 9: AUR/CMR During Overload, Step TUFs
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Figure 10: AUR/CMR During Overload, Heterogeneous TUFs



The performance of lock-free RUA, on the contrary, does notde- [3] J. Chen. A loop-free asynchronous data sharing mechanism

grade as the number of objects increases. During under-loads, lock- in multiprocessor real-time systems based on timing

free RUA achieves almost 100% AUR and CMR, whereas during properties. INCDCSW 20032003.

overloads, the algorithm achieves higher AUR by as much&Eo [4] J. Chen and A. Burns. A fully asynchronous reader/writer

and higher CMR, by as much as80% than lock-based. This bet- mechanism for multiprocessor real-time systems. Technical

ter performance is directly due to the shemf lock-free objects, Report YCS-288, CS Dept., University of York, May 1997.

which results in few retries and thus reduced interferences. [5] H. Cho, B. Ravindran, and E. D. Jensen. A space_optimaL
wait-free real-time synchronization protocol.IEEE
ECRTS$2005 (to appear).

100 s 100 00000 [6] H. Cho, B. Ravindran, and E. D. Jensen. On utility accrual
ol e ol b processor scheduling with wait-free synchronization for
—=—RUA+Lock-Based Objects "~ RUA+Lock-Based Objects embedded real-time software, 2005 (under review).

-0~ RUA+Lock-Free Objects - RUA+Lock-Free Objects
g 601 Y, 8 60 \ [7] R. Clark, E. D. Jensen, et al. An adaptive, distributed
3 ol : ol . airborne tracking system. lEEE WPDRTSApril 1999.
! [8] R. K. Clark. Scheduling Dependent Real-Time Activities
2 \ 204 \ PhD thesis, Carnegie Mellon University, 1990.
o ‘ ‘ e, 0 ‘ ‘ e, [9] R. K. Clark, E. D. Jensen, and N. F. Rouquette. Software
0 2 N“umberojTasks 80 0 2 N“umberojTasks &0 organization to facilitate dynamic processor scheduling. In
IEEE WPDRTSApril 2004.
(a) AUR (b) CMR [10] P. T. Hakan Sundell. Space efficient wait-free buffer sharing

Figure 11: AUR/CMR During Increasing Readers, Heteroge- in multiprocessor real-time systems based on timing
neous TUFs information. INRTCSA 2000pages 433—-440, 2000.

o . - . [11] J.-F. Hermant and G. L. Lann. A protocol and correctness
. We repeated similar experlments asin Flgure's 7-10 for increas- proofs for real-time high-performance broadcast networks.
ing number of reader tasks (instead of increasing shared objects) In IEEE ICDCS pages 360369, 1998.

and observed exact similar trends and consistent results. Figure 1 . . :

shows a snapshot of these results (Heterogeneous TUFs, AL:O.lj-uz] \évége(;rpc.thorggﬁélwp()glisg;;e;lglllgg?]fll%%rltrg;iival

1.1), further illustrating lock-free RUA's superior performancerove [13] H. Huang, P. Pillai, and K. G éhin Im r,ovin Wait-free
lock-based. Lock-based RUA starts to lose AUR/CMR earlier than I. ith 9 f' int ’ C L pt' '9 bedded
Lock-free because its heavy overhead makes the earlier overload. algorithms for intérprocess communication in émbedde
We omit more results as they show the same trend and consistency. real-time systems. IWSENIX Annual Technical Conference
We emphasize again that the lock-free RUA's superiority over lock- pages 303-316, 2002. ) )
based RUA is mainly becauseis much smaller tham, which is [14] E. D. Jensen, C. D. Locke, and H. Tokuda. A time-driven
highly likely to happen in most systems, and lock-free approaches scheduling model for real-time systemsIBEE RTSS

are optimistic. pages 112-122, December 1985.
[15] H. Kopetz and J. Reisinger. The non-blocking write protocol
6. CONCLUSION nbw: A solution to a real-time synchronisation problem. In

- ) ) o IEEE RTSSpages 131-137, 1993.
In this paper, we consider non-blocking synchronization for em- [16] P. Li, B. Ravindran, et al. A formally verified

bedded real-time systems that are subject to resource overloads application-level framework for real-time scheduling on
and arbitrary activity arrivals. We consider lock-free synchroniza- posix real-time operating systemMEEE Trans. Software
tion for the multi-writer/multi-reader problem that occurs in such Engineering 30(9):613 — 629, Sept. 2004.

systems. We establish the tradeoffs between lock-free and lock- [17] C. D. Locke Best-Effort Decision Making for Real-Time
based object sharing under the UAM, including the conditions un- SchedulingPhD thesis, Carnegie Mellon University, 1986.
der which activity timeliness utility is greater under lock-free than [18] M. M. Michael and M L Scott. Non-blocking algorilthms
under lock-based, and the upper bound on this utility increase — aﬁd p;reemption-safe.loéking o.n multiprogrammed shared

the first such result. Our implementation experience on a POSIX memory multiprocessordournal of Parallel and Distributed
RTOS strongly validates our analytical results: Lock-free sharing Computing 51(1):1-26, May 1998.

ields higher accrued utility, by as much as 65%, and critical time . L .
y g Y, By y [19] L. Sha, R. Rajkumar, and J. P. Lehoczky. Priority inheritance

satisfactions, by as much as 80%, over lock-based. s A h i hronizatiEE
Several aspects of the work are directions for further research. protocols: An approach to real-time synchronizat
Trans. Computers39(9):1175-1185, 1990.

Examples include extending the results to scheduling algorithms ) )
that provide individual activity timeliness assurances, higher-level [20] P. Sorensen and V. Hemacher. A real-time system design
abstractions such as snapshots, and other architectures such as mul- methodology. INNFOR 13 pages 1-18, 1975.

tiprocessor systems and distributed systems. [21] H. Sundell and P. Tsigas. Space efficient wait-free buffer
sharing in multiprocessor real-time systems based on timing
7. REFERENCES information. INIEEE RTCSApages 433 — 440, 2000.

[22] P. M. B. Vitanyi and B. Awerbuch. Atomic shared register
access by asynchronous hardwardBRE Annual FOCS
pages 233-243, 1986.

[23] H. Wu, B. Ravindran, et al. Utility accrual scheduling under
arbitrary time/utility functions and multiunit resource
constraints. INEEE RTCSAAugust 2004.

[1] J. H. Anderson, R. Jain, and S. Ramamurthy. Wait-free
object-sharing schemes for real-time uniprocessors and
multiprocessors. IlEEEE RTSSpages 111 — 122, Dec. 1997.

[2] J. H. Anderson, S. Ramamurthy, and K. Jeffay. Real-time
computing with lock-free shared objec&8CM TOCS
15(2):134-165, 1997.



