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Abstract protocols require a-priori knowledge of the ceilings of the

locks [10, 3], which may be difficult to obtain in some ap-
We present a wait-free protocol for the single- plication contexts. Furthermore, OS data structures,(e.g.
writer/multiple-reader problem in small-memory embedded semaphore control blocks) must be a-priori updated with
real-time systems. We analytically establish that ourg@rot that knowledge, resulting in reduced flexibility (e.g.,08¢
col requires lesser (or equal) number of buffers than previ- pilation to accommodate new activities) [2].
ously best wait-free protocols for this problem. Furtheg w These drawbacks have motivated research on wait-free
prove that our protocol is space-optimal — the first space and lock-free object sharing in real-time systems. Waiefr
optimality established for wait-free protocols that cafesi protocols usemultiple buffers(e.g., a circular buffer) for
a-priori knowledge of preemptions. Our evaluation studies writers and readers. For the single-writer/multiple-evad
and implementation measurements using the SHaRK RTO®roblem, wait-free protocols typically use multiple buffe
kernel confirm the protocol’'s superiority and effectivesies  for the shared object, where the number of buffers used is
proportional to the maximum number of times the read-
ers can be preempted by the writer, when the readers are
reading. The maximum number of preemptions of a reader
1. Introduction bounds the number of times the writer can update the ob-
ject while the reader is reading. Thus, by using as many
Most embedded real-time systems involve mutually ex- buffers as the worst-case number of.preemptions of readgrs,
clusive, concurrent access to shared data objects, resulti Fhe .readers and the writer can contmuogs!y read and write
in contention for those objects. Resolution of the contenti in different buffers, respectively, and avoid interferenc
directly affects the system’s timeliness, and thus the sys- Lock-free protocols allow readers to concurrently read
tem’s behavior. Mechanisms that resolve such contentionWhile the writer is writing (without acquiring locks), bute
can be broadly classified into: (1) lock-based—e.g., Pyiorit readers check whether their reading was interfered by the

Inheritance and Ceiling protocols [10], Stack Resource Pol Writer. If so, they read again. Thus, a reader continuously
icy [3], DASA [6]; (2) wait-free—e.g., NBW protocol [9], ~ "€ads, checks, and retries until its read becomes suctessfu

Chen’s protocol [4], [1, 8]; and (3) lock-free—e.g., [2]. Since a reader’s worst-case number of retries depends upon

Lock-based protocols have several disadvantages such a§1€ Worst-case number of times the reader is preempted by
serialized access to shared objects, resulting in redured ¢ the writer, the additional execution-time overhead inedrr
currency and thus reduced resource utilization [2]. Fusthe for the retries is bounded by the number of preemptions.
many lock-based protocols typically incur additional run- Both wait-free and lock-free protocols incur additional
time overhead due to increased context switching betweencosts with respect to their lock-based counterparts. Wait-
activities blocked on shared objects (i.e., “blockers”ian free protocols generally incur additional space costs due
activities that hold locks of those objects (i.e., “lock dhol  to their multiple buffer usage, which is infeasible in many
ers”). The increased context switching occurs when lock- Small-memory, embedded real-time systems. Lock-free
based protocols preempt the currently executing blocker,protocols generally incur additional time costs due torthei
execute the lock holder until the holder releases the lock, retries, which is antagonistic to timeliness optimization
and then resume the blocker’s execution. Another disad- Prior research have shown how to mitigate these space
vantage of using locks is the possibility of deadlocks that and time costs, so that they are feasible for embedded real-
can occur when lock holders crash, causing indefinite star-time systems. An excellent survey of this prior research
vation to blockers. Further, many (real-time) lock-based can be found in [8]. To provide context for our work,



we summarize some important efforts here: In [9], Kopetz safety property ensures that the shared object does not be-
and Reisinger present one of the earliest wait-free proto-come corrupted during reading and writing. The orderliness
cols, where buffer sizes in proportional to worst-case pre- property ensures that all readers always read the latest dat
emptions are used. In [2], Andersen al. show how to that is completely written by the writer.
bound the retry loops of lock-free protocols through ju- The basic idea to achieve the two properties is rooted in
dicious scheduling. In [4], Chen and Burns present one the three-slot fully asynchronous mechanism for the single
of the most space-efficient wait-free protocols, where the reader/single-writer problem [5]. For this problem, Chen
worst-case preemptions need not be a-priori known. In [11], et al. show that three buffers are required to keep the lat-
Sundell and Tsigas describe a wait-free protocol for the est completely updated buffer for the next reading, while
multiple-writer/multiple-reader problem. In [8], Huarag a writer and a reader are occupying buffers respectively.
al. improve the time and space costs of Chen’s protocol.  This mechanism allows that a reader can always obtain data

In this paper, we focus on wait-free synchronization for from the buffer slot that is last completely updated, while
the single-writer/multiple-reader problem in small-magmo  the writer is writing the new version of the shared data [4].
embedded real-time systems. We focus on wait-free, as op- The buffers needed for the single-writer/multiple-reader
posed to lock-free, as majority of the lock-free protocols problem consist of three types: buffers for readers, a buffe
have high computational costs [8]. We consider the single-for the latest written data, and a buffer for the next write
writer/multiple-reader problem, as it occurs in most embed operation. The buffers for readers must satisfy safety-—i.e.
ded real-time systems [8]. We present a wait-free protocol sufficient buffers must be available to avoid interferenee b
for this problem, by focusing on optimizirgpacecosts. tween reading and writing. However, this does not imply

We analytically establish that our protocol requires lesse that we need as many buffers as there are readers.
(or equal) number of buffers than what is needed by pre- The two buffers for writing are required to realize
viously best wait-free protocols for this problem, includ- orderliness—i.e., the latest written data must be saved so
ing Chen'’s protocol [4], Improved Chen’s protocol [8], and that a newly activated reader can access it at any time. In
NBW protocol [9]. In particular, we establish that our addition, the latest written data must be kept until theewrit
protocol subsumes Chen’s and NBW protocols as specialcompletely writes the next data into another buffer.
cases. We analytically identify the conditions under which  We now discuss how to determine the minimum num-
our protocol needs less (and equal) number of buffers thanber of buffers that are needed for the single-writer/mletip
other protocols. Further, we prove that our protocol'sé@uff  reader problem in the following subsections:
requirements is the absolute minimum that is needed to en-
sure the safety and orderliness of wait-free synchromirati 2 1 protocol Structure and Task Model

To determine our protocol’'s buffer needs under a broad
range of reader/writer scenarios, we conduct numerical
evaluations. We also implement our protocol in the SHaRK
RTOS [7]. Our evaluations and implementation measure-
ments confirm the protocol’s superiority and effectiveness

Thus, the paper’s contribution is our wait-free proto-
col. Among the class of wait-free protocols that consider
a-priori knowledge of preemptions, our protocol’s optimal
space lower bound is the first such bound.

The rest of the paper is organized as follows: We present
our wait-free protocol and establish its space optimaitity i
Section 2. In Section 3, we formally compare our protocol 1 |-Choose a buffer to write into R

Figure 1 shows a wait-free protocol's common imple-
mentation. W.2 and R.2 show the code sections of the writer
and a reader that write and read data, respectively. W.1 is
the code section where the writer decides on the buffer for
writing, and updates a control variable that indicates #ie s
lected buffer. W.3 is the code section where the writer indi-
cates completion of writing and the buffer that has the tates
data. In R.1, the reader checks for the latest data to read.

-Look for the latest written buffer
-Indicate the buffer is being read

-

with Chen’s and NBW protocols. We numerically evaluate g
our protocol in Section 4, and report our implementation ex-  » |_Wma data |R 2 |_R@mj -
perience in Section 5. We conclude the paper in Section 6. = -
W.3 | -indicate the buffer has been writkan R.3 | -Indicate the buffer is frea
2. A Space-Optimal Wait-Free Protocol () Write (b) Read
A wait-free protocol solves the asynchronous single- Figure 1. Typical Wait-Free Implementation

writer/multiple-reader problem by ensuring that each esad

accesses the shared object without any interference fremth  The buffer size required for the NBW protocol [9] and
writer. To realize the wait-free mechanism, the protocol the improved protocols in [8] is determined based on the
must hold two properties: safety and orderliness [4]. The temporal properties of tasks. These prior works consider



the periodic task model, where tasks concurrently shaee dat 2.3. Diverse Selection Problem
objects. Aperiodic tasks are handled by a periodic serwer, s

the periodic model is not a limiting assumption. Assuming  The DSP denoted aB (R, (7)) is defined with the

that all deadlines are met (i.e., during under-load situnsti problem rangeR and the range vectd?:(f) of all elements

and precluding overloads), the maximum number of pré- i, e vectorz. R has the lower and upper bounds defined
emptions of the reader by the writer task in the worst-case ;4 [,u]. Each element; in the vectorZ has the range

can be obtained. We consider the same task model. ri=[l;,u;]. The solution to the problend is represented

as a vectoff =< zy, ..., z); > where the vector size(¥)
is M. Everyx; must satisfy its range constraintand the
problem range constrai®®. We define{Z} as a set includ-
We introduce some notations for convenience, most of; ing all elements of?, but without duplicates. Thus, the size
which are similar to those in £4] We denote the total num- of {7}, n({Z}), is less than or equal to(z). The objective
ber oft}[eaders as! and the"™ reader as;i The reader of DSP is to determine the maximuni{z}) by selecting
R;hs J* instance of reading is denc;ct]eda The writer's Z, satisfying all range constraints as diversely as possible
k" writing instance is denoted &%l . -
] il Given a vector,y =< wvy,...,v;,... >, we denote the
R; (Op) stands for a specific operation 8. Forex- 1per ofy;'s havingk value asH (7, k), and the maximum
ample, R (READING[ ] = 0) implies the execution of  \51,e among alb; elements ad'op(#). Given D(R, Rz),
one statement in Chen'’s algorithm [W[k](op) alsostands  ihe optimal solution ofD whenR = [t1, 5] is denoted as
for the operation iV ¥, If RV reads whatV* writes, ~ jmaz J{ah).

. t Jto]

we denote it as(RY) = WK, For example, iff =< 1,2,2,2,6 > then, H(7,2) = 3

As previously mentioned, safety and orderliness can beand Top(7#) = 6. An easy approach to solve DSP is by
achieved with multiple buffers for readers, one bufferf@t  considering all possible cases. The number of all possible
latest written data, and another buffer for the next writing  cases isi(r1) x ... x n(ry;), where theR of the problem
is given as< ry,...rp; >. By considering all cases, we can
select a vectof that maximizes:({Z}). However, such an
approach would be computationally expensive.

A more efficient approach to solve DSP can be found by
an inductive strategy. Consider a DSRR, £(Z)), where
R = [1,00] and RB=< [1,u1], ..., [1,up;] >. If all lower
bounds of elements of are 1, we can define the upper
bound vectorii =< wuq,...,ups > instead of?, for conve-
1 "t nience. In the rest of the paper, we call the problem defined

by D(R, @) as DSP. This is simply because this assumption

Figure 2. Number of Buffers in Use is well-mapped to the problem of deciding the minimum

) _ buffer size for the wait-free protocol.
Suppose we have 4 readers and 1 writer, as shown in

Figure 2. At timet;, w(R;)=W, w(Ry)=W, and
w(R3)=WH. This implies that two buffers are being used

2.2. Number of Buffers in Use
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D(R=[6,12],...)

by the readers. In addition, one buffer is required to store || P®=[7:12]--)
and save the latest completely written dataiby*), and N i
another is needed for the next writing operationby®!. Pl e ALY
Thus, four buffers are being used in total, at titpe S (N B S S S S e
At time to, w(Ry)=W, w(Ry)=WDB!, w(Rs)=WH1, S
andw(R,)=WIl. The latest written data is by’[¢, and A R
Wl is the next operation. Thus, the total number of buffers |1 | & @ | —pF——"——— Xg, 15=[1,7]
used at timet, is four, which is the minimum number re- |1 © oot in 2
quired att, for ensuring safety and orderliness properties.
The basic intuition for determining the minimum number || :
of buffers is to construct a worst-case where the required || : Xy Ty =11,2]

number of buffers is as large as possible, when the maxi- : S S S S S S A
mum possible number of interferences of all readers with 2 1 10 ¢ 8 7 6 5 4 3 2 1
the writer occurs. We map this problem to a problem called

theDiverse Selection Problefor DSP) and then solve it. Figure 3. An Inductive Approach to DSP



The solution to the problem (R, ) can be represented  no element has its duplicatey;?y,({z}') = n{** ({Z}').

as nfi 7, ({7}).  The idea to decompose the prob- This means that there exists anothgi” ({z}'), which is
lem is shown in Figure 3. If the solution to the problem greater tham'[r;z]aw({f})_ This contradicts the assumption

D([6,12], ) can be derive_d from_ the solution_ to the p_rob- thatnmax({f}) is optimal. O
lem D([7,12], ), we can inductively determine the final

solution to the problend([1, 12], @). Theorem 2 (Solution Vector for the DSP)In the DSP
Theorem 1 (DSP for the Wait-Free Protocol)n the DSP D(R, 1) YﬂhR = [L NAZ} ) = {3 U{N = (t+1)}
D(R, @) with R = [1, N, nies, ({}) = when} T H(d, N — k) > np*({7}), whereN =

Top(d@), [t]=[N —t,N], and0 < t < N. Whent = 0,
{ e ({#) + 1, i S H(E, N — k) > nper({@)) o =N,

_ g
npt ({7}), otherwise Proof. By Theorem 1,{Z} can be constructed by adding

{N — (t+ 1)} whenevem/***({Z}) increases by. Note

whereN = Top(), [t]=[N —¢, N],and0 < ¢ < N. When 4 this{ 7} is one of the solution vectors. O

t =0, thenfer ({7}) = 1.

Proof. Assume that we have the solution to the problem 2.4. Similarity to WFBP

D([N — t,N],%). When this problem is extended to

D([N — (t + 1), N], @), the ranges of several variables The DSP has similarity with th&Vait-Free Buffer size
overlap with the problem rand& — (¢ + 1), N]. The num- decision Problem(or WFBP). In this problem, we are
ber of newly added variables that we need to consider isgiven M readers and their maximum interferences<as
H(d, N — (t + 1)). When the problem range is extended Nj"e* .. N%* >_ The objective of WFBP is to deter-

by 1, the maximum possible incrementrqfﬁ]({:f}) is 1. mine the worst-case maximum number of buffers.
The increment happens only if the number ofgllwhich
have theirr; overlapped with N — (¢ + 1), N] is greater wiwlwel e wi e wB wB pwi:

than nm“({f}). In other words, this happens when new
elements appear in the extended problem scope, or there isR
an element duplicated withjV —t, N| at the previous step.
Otherwisey i1, ({Z}) has no change from before. The in- R,
crement means that the value of one element is determined,
as diversely as possible. The proof is by inductiort.on R
Basis We show that the theorem holds when= 0. )
When the problem iD([Top(&), Top(i)], @), there must
be at least one element with the rang€[1l, Top()], and
the maximum possible value ofj** ({Z}) is 1. Hence, the
basis for the induction holds.

Induction step Assume that the theorem holds true Figure 4 illustrates how to construct the worst-case
whenR = [N — t,N]. We arrive at the optimal solu- where the required number of buffers are as large as pos-

tion of D([N — (¢ + 1), N], @) with the optimal solution  Sible with an example. For convenience, the index of the

of D([N — ¢, N], @) as in the base step. Suppose that the writer is reversed compared with Figure 2. In this exam-

derived So|ut|0m’[’;ﬁ{]({f}) is not Opt|ma| Then, there ple, Rl’S maximum interference is 5, which is illustrated

1

t

Figure 4. A Worst-Case of the WFBP

; ; smaz (f 7 in a line. It means thatv(R;) may belong to the set
must eXLSt, another optimal SOI[{II%“]({x}I)' Clearly, (wil . wl}, we assum(e %r)1at th):a worstg-lcase happens
niys ({7)') is greater thamitly ({7}). Now, there are at timet betweenW 2 and W, wherew 2! writes the

two possible cases:
Case 1 If H(a,N — (t + 1)) > np*™({7}),

then ity ({2) is ni*({#}) + 1, which is less than

latest completely written data, aftf!!! is the next writing
operation for which another buffer is needed.

t ~ . For this reason, we restate WFBP as determining
nity({Z}). Thereforeng({7}) < niiy({7}) - 1. 7 =< w(Ry),...,w(Ry) > that will maximizen ({7} U
This means that there exists anotfig} that has more than (Wl W), wherew(R;) € {WH .. WIN™ 11

nm‘”({f}) elements. This contradicts the assumption that \we abbreviatéy’ /! asj, the problem is redefined as deter-

ny** ({}) is optimal. mining # =< 1, ...,2x > that will maximizen ({7} U
Case 2 If H(u,N — (t + 1)) = ny({Z}), then {1,2}), wherez; € {1, ..., N]"** 4+ 1},
nie ({2}) is np*r ({2}), which is less thamfyf ({z}). This is equivalent to DSP except that{z} U {1,2})

Since no element’s range becomes newly overlapped ands used as the objective to maximize, insteadn¢fz}).



Therefore, the final solutiofz} of a given WFBP is ob-  2.6. A Wait-Free Implementation

tained with a sum of the solution from a mapped DSP and

aset{1,2}. We claim that this is correct, because the algo-  The NBW protocol uses a circular buffer to realize wait-
rithm for DSP that we propose is designed to fiag which  free synchronization. The idea behind the circular bufer i
does not have 1 and 2 as its elements, if possible. We canhat while a writer circularly accesses the buffers, thelrea
guarantee that in this way, even if the solution from DSP is ers follow the writer. However, we cannot use the circular
summed with{1} or {2}, it is still for the worst-case. type of buffer because a writer in our protocol needs to de-

termine a safe buffer, which can be any of the buffers.
Corollary 3 (Space Optimality) If a solution to the WFBP

can be obtained, then it must be the minimum and space-
optimal buffer size that satisfies the two properties, yafet

Algorithm 2 : Modified Chen’s Protocol for Writer
1 Data: BUFFER [1,...,NB]; — NB: # of buffers

and orderliness. 2 Data: READING [L,...,n]; - n : # of readers
3 Data: LATEST
Proof. The solution is the number of buffers needed inthe 4 et Buf ()
worst-case of the given problem. Even with one less buffer 5 begin
than the obtained solution, we cannot realize all readimgan 6 | PoollnUse [1,..NB,
iting, and still satisfy safety and orderliness. Hente, t 7| for F1toNBdo InUse [ij=false;
writing, y : 8 INUSe[LATEST ]=true;

solution to the WFBP is the minimum and space-optimal. ¢ for i=1 tondo
O 10 j= READING [i];
11 if j£20then InUse [j]=true;

. 12 1=1; while InUse [i] do ++i;
2.5. Algorithm for WFBP 13 return i:
14 end
We now present an algorithm, Algorithm 1, to solve the 12 \é‘le;itner()
WFBP based on the previous sections. The a.lgorith.m inputs {7 integer widsx, i;
include the number of readefd and the maximum inter- 18 widx = Get Buf () ; _
ferenceN™*[4]. The sum and the functionloes Exist(t) ;g \(\X_:fgg_?ta '”F(;BUFFER [widx];
N o . = widx;
correspond t®  H(u,...) andH (d, t) in Theorem 1. 21 | for i1 tondo
22 L Compare-and-SwaREADING [i],0,widx);
Algorithm 1 : Algorithm for WFBP 23 end
1 input :# of readers M; max interferendg”***[M]
2 output : required buffer size: The same situation arises with Chen’s protocol, where
i sum=n=0;f | the writer can access anywhere. Thus, to implement our
oni=ong=lalse; . . , .
5 for i = 0 to M-1 do N™a%[i]++: protocql, we sllghtly modify .Chens _protocol. Our imple-
6 sort(N™a[1,.. M]); mentation scheme is shown in Algorithms 2 and 3. In Algo-
7 for t=N"™4*[0] to 1do rithms 2 and 3, thé&et Bu f() function searches the empty
8 | sum *=doesExistg, N™C[L,.... M]); buffer to write to the buffers assigned by Algorithm 1.
9 if sum>nthen
10 n++;
1 if t=2then ony =true; Algorithm 3 : Modified Chen’s Protocol for Reader
12 if t=1then on; =true;
1 Data: BUFFER [1,...,NB]; — NB: # of buffers
13 if ong=falsethen n++; 2 Data: READING [1,...,n]; —n : # of readers
14 if onq=falsethen n++; 3 Data: LATEST
4 Reader ()
5 begin
To reduce the time complexity @bes Exist(t), we sort 6 integer ridx;
all N™*[4] before the main loopdoes Exist(t) uses a sta- ; ?;(AEI'_'X%E[S]TTO'

tic variable, and does not search the entire af¥ay*”[i] 9 Compare-and-SwaREADING [id],0,ridx);
each time. The flagn; indicates whether or not the DSP 10 ridx = READING [id];
solution includes. If it does notinclude 1 or 2, the required 11 | Read data fronBUFFER [ridx];
buffer size for the WFBP solutiom, is incremented. 12 end
The time complexity of this algorithm i©(MlogM +
N™a) We believe that this cost is reasonable, as the algo- Compared with the implementation in [8], our approach
rithm is run off-line for determining the buffer needs. does not need to implement separate protocols for “fast”




readers and “slow” readers. Additionally, we achieve the can be further reduced if the number of interferences are
speed improvement by reducing the required buffer size, much smaller than the number of readers. Additionally, we
which reduces the number of iterationsidiat Bu f()'s loop, note that the number of buffers needed by our algorithm is
compared with the original Chen'’s protocol [4]. less than or equal to that of Chen’s or NBW protocol.

3. Formal Comparison with Chen’s and NBW  3.2. Buffer Size Conditions

3.1. Special Case Behavior According to Theorem 6, our wait-free protocol always
finds the number of required buffers which is less than or

The buffer size that the NBW protocol [9] requires de- equal to that of Chen’s protocol or the NBW protocol.
pends on the maximum number of interferences that a We now identify the precise conditions under which the
reader can suffer from the writer. It does not depend on required buffer size of our protocol is equal to that of Clsen’
the number of readers, because simultaneous reading by ther NBW. To derive the conditions, we observe two proper-
readers accesses the same buffer, irrespective of the nunies in the WFBP. In the following theorem, we introduce a
ber of readers. On the other hand, the buffer size that thenotation{{z}}, which denotes the setincluding all possible
Chen’s protocol [4] requires is directly proportional teeth ~ solutions{z} for the given DSP.
number of readers, and is independent of the number of in- ,
terferences. We now show that our protocol subsumes bothTheorem 7 (Chen's Tester) When the number of

, . readers in the wait-free buffer size decision prob-
Chen’s protocol and the NBW protocol as special cases. :
SP P S sped °% lem is M and NTer > M, {3,...M + 2} ¢

Lemma 4. The buffer size for Chen’s protocol [4] is a spe- {{Z}}, if and only ifn™**({Z}) > M + 2.

cial case of the WFBP solution given in Algorithm 1. o .
Proof. We prove both necessary and sufficient conditions.

Proof. Assume that we are givel readers and no infor- Case 1 Assume that wheR3,..., M + 2} € {{Z}},
mation about interferences. We can map this problem ton™*({Z}) < M + 2. Since the size of the optimal solution
DSP, by setting? as|[1, co] and the upper-bounds af as is less thanVf + 2, the size of{Z'} cannot exceed/ + 2.
< 00,...,00 >. According to Theorem 2,({Z}) cannot  This contradicts our assumption tHat 2} U{3, ..., M +2}
exceedh(Z). Thus, the worst-case buffer size is obtained as is a solution.
(M + 2), that isn(Z)+n({1,2}). This is exactly the same Case 2 Assume that the s€tz} is {z3,...,zpr12}, N
value as that obtained by Chen'’s protocol. O which z;’s are different between each other and aligned in
] ) ] increasing order. Now, alt; must not be 1 or 2, otherwise
Lemma 5. The buffer size for NBW protocol [9] is a special n™e ({£}) is less thanMf + 2. Therefore,zs should be
case of the WFBP solution given in Algorithm 1. greater than or equal to 3, and is greater tham:s. Induc-
tively, ;41 > z; + 1, where3 < i < M + 2. In other
words, sincer; > x;_1+1 > x;_o+2 > ..., the inequality
u; > x; > 4 holds. For this reasod3, ..., M + 2} satisfies
the range constraints of all elements. O

Proof. Assume that we are given infinite number of readers
with a knowledge ofl'op(@) = N™*. This problem can

be modeled as the problem wifh = [1, N"™** + 1] and
Vi,u; = N™** 4+ 1 for the worst-case. By Theorem 1,
H(@, N) = oo, and wheneverincreasesp({Z}) increases

by 1 untilt andn({Z}) reaches tavV™** and N"* + 1,
respectively. Thus, the worst-case buffer size is obtained
asN™® + 1, ie.,n({l,..,N™® 4+ 1} U {1,2}). Thisis
exactly the same value as that obtained by NBW protoco

= Theorem 8 (NBW Tester) When the number of

Theorem 6 (Upper Bound of the WFBP solution)n the reade_rs in the wait-free buffer size decision prob-
WFBPne2({}) < min(M +2, N™ 1), whereM is 16T 18 M and N"™*% < M, {2,..,N™* + 1} €
the number of readers any™a= is the maximum number 1121}, if and only ifn™* ({Z}) > N™* 4 1.

of interferences that a reader can suffer.

By Theorem 7p™* ({Z}) < M +2,if {3,..., M +2} ¢
{{#}}. This means that by checking {B, ..., M + 2} is
feasible for the problem, we can determine whether or not
L it requiresM + 2 buffers that Chen'’s protocol needs.

Proof. We prove both necessary and sufficient conditions.
Proof. Proof follows directly from Lemmas 4and 5. [~ Case 1 Assume that wher2,..., N™** + 1} € {{Z}},
n™*({Z}) < N™* 4 1. Since the size of the optimal
Chen’s protocol is attractive because the number of in- solution is less thanv™e* 4 1, the size of{Z} cannot
terferences need not be known a-priori. On the other hand,exceedN™%* + 1. This contradicts our assumption that
NBW has the advantage that the required number of buffers{1,2} U {2, ..., N™* 4+ 1} is a solution.



Case 2 Assume that the s€tr} is {z2, ..., zymaz 11},
in which z;'s are different between each other and aligned
in increasing order. Now, alt; must not be 1, otherwise
n™* ({£}) is less tharV™** + 1. Thereforez, should be
greater than or equal to 2, and is greater tham,. Induc-
tively, z;11 > x; + 1 where2 < i < N™** 4 1. In other
words, since; > x; 1 +1 > x;_o + 2 > ..., the inequal-
ity u; > x; > i holds. For this reasod2, ..., N™** + 1}
satisfies the range constraints of all elements.

O

We can also investigate if a given WFBP ne@d§** 41
buffers or less by checking feasibility wi®, ..., N%* 4
1}. We call{3, ..., M+2} and{2, ..., N"**+1} as “Chen’s
tester” and “NBW tester,” respectively.

Yea
BW testel
is feasible?
Chen's teste
is feasible?

Yes —

Blours=BINBW)

B{ours=B{MBW)

Mo B{NEW)<=B(Chan)

B{Chan)<B{NBW)

Mo

-MNows Blours)<B{Chen)

B{ours)=B{Chen)

*B{P): the number of buffiers raquired by the pratocol P

Figure 5. Decision Procedure

the worst-cases occurs when we need buffers for writers
{W[l], w2 wBl il wisl pio }.

3.3. Comparison with Improved Chen’s Protocol

In [8], Huanget al. suggest a transformation mechanism
to reduce the buffer size needs of a given wait-free proto-
col. The transformation is applied to many wait-free pro-
tocols including Chen's protocol. The transformed Chen'’s
protocol is called Improved Chen'’s protocol in [8].

We cannot formally compare our protocol with Improved
Chen’s protocol in terms of space overhead, because no an-
alytical foundation is given for the transformation mecha-
nism in [8]. Due to the lack of an analytical underpinning,
we regard Improved Chen’s protocol as a heuristic strat-
egy. Consequently, a formal comparison is not possible, and
only an experimental comparison is possible, where the two
protocols can be compared for as many cases as possible.
We do this in Section 4. Our experiments in Section 4 re-
veal that the buffer size needs of our protocol and Improved
Chen’s are the same, for all the cases that we consider.

Of course, this does not imply that Improved Chen’s and
ours always need the same number of buffers, because it is
impossible that our evaluation studies in Section 4 cover al
the cases. Nevertheless, we explain why Improved Chen’s
and ours require the same number of buffers in Section 4.

From Theorems 7 and 8, we derive a decision procedureNote that with Corollary 3, we guarantee that the buffer size

that determines the wait-free protocol with the lowest &uff

size. Figure 5 shows this procedure. To illustrate it, we use

the WFBP example in [8], which is also shown in Table 1.

Table 2. Asymptotical
Time Complexities

Table 1. Task Set

Task Nmaz
Eeagerg 3 [ Wait-Free Protocol | Read | Write |
Reador2| 2 NBW o@) | o)
Reader3| 3 Chen’s O(1) | O(n)
Reader 4 3 Improved Chen’s || O(1) | O(n)
Reader5| 14 Ours o) | O(n)
Reader 6 49

By our decision procedure, sindé™** > M, Chen’s
protocol requires smaller number of buffers than NBW. The
next step is determining whether Chen’s tester, which is
3,4,...,9 > in this problem, is feasible. It turns out that it

needed for wait-free cannot be reduced any further.
3.4. Comparison of Time Complexity

Implementation of NBW and Chen’s protocols require
the Compare-And-Swap (CAS) instruction. The CAS in-
struction is used to atomically modify control variables of
the wait-free protocol by combining comparison and swap
operations into a single instruction. The instruction igibv
able in many modern processors and takes constant time.

NBW has no loop within both write and read operations.
However, Chen’s protocol has 3 loops within the write oper-
ation and no loop within the read operation. Witlbuffers,
the time complexity of Chen’s writing operationd¥n).

Improved Chen’s protocol and our protocol are varia-
tions of Chen’s protocol, and hence have similar time com-
plexities as that of Chen’s writing and reading. According t

is not feasible, as the second element 4 in the tester is out ofTheorem 6, the loop iteration in our protocol’s write opera-

the rangg1, 3] of reader 1. Hence, we expect to find smaller

number of required buffers than that of Chen’s protocol.
Algorithm 1 determines that we need 6 buffers for this

problem. We determine a vect¢£} = {1,2,3,4,15,50}

tion cannot exceed/ +2. Thus, the time complexity of our
protocol isO(n), which is the same as that of Chen’s. Since
the asymptotical speeds are therefore similar, a speed im-
provement can be obtained (for Chen’s, Improved Chen'’s,

as a worst-case candidate for the WFBP from Theorem 2.and ours) by reducing the buffer size. Table 2 summarizes
As mentioned earlier, the solution means that one of the asymptotical time complexities of the protocols.
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Figure 6. Buffer Sizes Under Increasing Interferences With N ormal Distribution for ~ N™**

4. Numerical Evaluation Studies Chen’s is presented in [8], whereas Theorem 6 gives the up-
per bound on the buffer size needs of our protocol.

We conduct numerical evaluations to evaluate the buffer We observed exact similar trends for other fixed standard
size needs of our protocol under a broad range of deviations forN;"**’s distribution, and other distributions
reader/writer conditions, including increasing maximumi  for N/"*. We omit these results here due to space limita-
terferences and readers. We also consider NBW, Chen’s,tionS. These results confirm that the trend in Figure 6 is in-
and Improved Chen’s protocols for comparative study. We dependent ofV;"**’s distributions and standard deviations.
consider Improved Chen’s protocol among all protocols
in [8], because it is the most space-efficient protocol in [8] 4.2. Heterogenous Readers in Multiple Groups

We exclude the Double Buffer protocol [8] from our
study as it needs nearly two times the buffer space than From Figure 6, we also observe that when most read-
Chen’s protocol. (The Double Buffer protocol trades off ers have smalN/"**, the number of buffers needed by our
space for time.) Thus, our protocol will clearly outperform protocol approaches that of NBW’s. Moreover, when most

the Double Buffer protocol in terms of buffer needs. readers have largéy"**, the number of buffers needed by
_ our protocol approaches that of Chen'’s protocol’s.
4.1. Increasing Interferences This motivates us to study the buffer size needs of our

protocol under two groups of readers, one that has small

We consider a task set with 1 writer and multiple read- N;***'s and the other that has largé™**'s. (A similar
ers whose maximum number of interferen¢€s*” is ran- evaluation is conducted in [8], where readers are classified
domly generated with a normal distribution (with a fixed as “fast” and “slow.”) We divide tasks into the two groups
standard deviation of 5), and by varying the average. Thewhose averages of the (normal) distribution /f***’s are
protocols are evaluated by their buffer size needs — the ac-ixed as 5 and 45, respectively. We then vary the ratio of the
tual amount of needed memory is the number of buffers two groups. For example, 3:1 in the X-axis in Figure 7(a)
times the message size in bytes. Each experiment is reimeans that the readers having smallr** are 3 times
peated 100 times to determine the average buffer sizes.  more than the readers having largéf* .

Figure 6 shows the buffer size needs of each protocol as Figure 7 shows the buffer sizes of each protocol as the
the averageV/"** is increased from 5 to 45, for 20, 30, and ratio is varied from 3:1 to 1:3, for 20, 30, and 40 readers. We
40 readers. From the figure, we observe thaivds™ in- observe that the buffers needed for NBW, Improved Chen'’s,
creases, the buffer size needs of NBW increases, whereaand our protocol increase as the readers with larggr®
that of Chen’s protocol remains the same (for a given readerincreases. This result is consistent with that in [8], where
size), since its buffer needs is proportional only to the aum Improved Chen’s is shown to require less buffers, as fast
ber of readers. As the number of readers increases from 20eaders with smalleN;"** increases. The results confirm
to 40, Chen’s protocol needs increasing number of buffers.that ours and Improved Chen'’s require the minimum buffer
Meanwhile, the number of buffers that our protocol requires size when considering two heterogenous reader groups.
never exceeds that of Chen’s and NBW'’s, as Theorem 6 We now consider a more complex scenario with three
holds. Interestingly, the number of buffers that Improved reader groups, called “fast,” “slow,” and “medium,” which
Chen’s protocol requires is exactly the same as that of ours.are not considered in [8]. The averages of the (normal) dis-
Note that no analysis on the buffer size needs of Improvedtribution for N]*%*’s for the three groups are fixed as 5, 25,
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and 45, respectively, and the ratio of the three groups area wait-free protocol’s IPC execution time includes times fo

varied from 6:3:1 to 1:3:6. Figure 8 shows the results. controlling protocol’s variables, accessing the shared ob
From the figure, we observe that as the number of fastject, and potential interference from other tasks.

readers increases, the number of buffers needed decreases. |n Section 4.2, we varied the ratio of two reader groups

Further, we observe that the buffer size required by Im- whose averages of the (normal) distribution #***’s are
proved Chen’s is the same as that of ours even when wefixed as 5 and 45, respectively. We now select two cases

include the “medium” reader group in our evaluation. from which the ratio of readers having smaller and larger
N are 4:1 and 1:4, respectively. These two cases can
5. Implementation Experience be represented as 16 fast and 4 slow readers, and 4 fast and

16 slow readers, respectively, for the purpose of Improved
A wait-free protocol's practical effectiveness is deter- Chen’s [8], since that protocol needs the readers to be clas-

mined by its space and time costs. In developing a wait-freeSi1€d @s “slow” and *fast”. We fix the writer's period as
protocol, we focus on optimizing space costs, and we estab-0-2msec and let the writer invoke 6,000,000 times during
lish the space optimality of our protocol. Although redugin ~ OUr experiment interval for computing the ACETs. The pe-
the protocol’s time costs is not our goal, we now determine "10d Of the 20 readers ranges frof0 usec to ~ 10msec.
the time costs to establish our protocol's effectiveness. Figure 9 shows the measurements from our implementa-
Our wait-free protoc0| (A|gorithms 2 and 3) is a mod- tion. We observe that NBW has the smallest ACET, lock-
ification of Chen’s protocol, augmented with the buffer based sharing has the largest ACET, and Chen'’s, Improved
size computed by Algorithm 1. Thus, we expect that our Chen’s, and our protocol have almost the same ACET.
protocol incurs at most as much time overhead as that of NBW has the smallest ACET, because its implementation
Chen’s. Moreover, the higher space efficiency that our pro- does not have any loop (and thus less computational costs)
tocol enjoys can lead to higher time efficiency, because it inside both the reader and writer functions. Lock-based
reduces the search space for determining the protocoés saf sharing has the largest ACET due to its blocking times.
buffer—e.g., GetBuf()'s loop in Algorithm 2. Further, accessing and releasing locks in SHaRK is done
To evaluate the actual time costs of our protocol, we im- through system calls, which takes longer than wait-free pro
plement our protocol in the SHaRK (Soft Hard Real-Time tocols (which are implemented without system calls).
Kernel) OS [7], running on a 500MHz, Pentium-IIl proces- It is not surprising to observe that Chen’s, Improved
sor. Similar to Section 4, we also implement Chen’s, Im- Chen’s, and ours have almost the same ACET, as Improved
proved Chen's, and NBW protocols for a comparative study. Chen’s and ours are variations of Chen’s. However, note
We also consider lock-based sharing in this study. that in [8], when the number of fast readers are increas-
We consider a task set with 20 readers and a writer, anding, the ACET of Improved Chen’s tends to be shorter be-
use a message size of 8 bytes for an inter-process commueause the needed buffer size decreases. This trend does
nication (or IPC). We measure the average-case executiomot appear in our experiments, for both Improved Chen’s
time (or ACET) for performing an IPC. The execution time and ours. This is because the expected speed improvement
foran IPC is the time needed for executing the code segments only (approximately.1 usec. This difference is small
that accesses the shared object. With traditional lockdbas enough to be affected by the OS type, code optimizations,
sharing, this code segment is the critical section. Note tha and measurement methodology, among other factors.
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Thus, our implementation measurements verify our pro-
tocol’s effectiveness in the time dimension—i.e., our proto
col’s time costs is comparable to that of previous best pro-
tocols including Chen’s and Improved Chen’s.

6. Conclusion

In this paper, we consider the single-writer/multiple-
reader problem that occurs in embedded real-time systems
We develop a wait-free protocol for this problem, and es-
tablish that our protocol requires lesser (or equal) number
of buffers than what is needed by previously best wait-free
protocols including Chen’s, NBW, and Improved Chen’s
protocols. Further, we prove that our protocol needs the ab-
solute minimum number of buffers, and yet, itis safe and or-
derly — this is the first such bound established for wait-free
protocols that consider a-priori knowledge of preemptions

Our evaluation studies and implementation measurements{10]

confirm the protocol’s superiority and effectiveness.
Several aspects of the work are directions for further re-
search. Examples include extending the protocol for the
multiple-writer/multiple-reader problem, and complexeo
current objects such as (non-blocking) stacks and queues.
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